

SA WG2 Temporary Document
Page 1

3GPP TSG-WG SA2 Meeting #161	S2-2402780
[bookmark: _Hlk158644164]Athens, Greece, Feb 26th – Mar 1st, 2024	(revision of S2-240xxxx)

Source:	Huawei, HiSilicon
Title:	KI#1,2,3 New Sol: Enable Ambient IoT Management within 5GC to support AIoT services
Document for:	Approval
Agenda Item:	19.14
Work Item / Release:	FS_AmbientIoT / Rel-19
Abstract: A new solution to address the support for Ambient IoT services.
1. Introduction/Discussion
A new solution to enable Ambient IoT Management within 5GC to address the key issues in terms of architecture enhancements, AIoT Device management and ambient IoT services
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-13.
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Table 6.0-1: Mapping of Solutions to Key Issues
	
	Key Issues

	Solutions
	Key Issue #1
	Key Issue #2
	Key Issue #3

	#1
	
	
	

	#2
	
	
	

	#X
	X
	X
	X



* * * *Next Change (all new texts) * * * *
6.X	Solution #X: Enable Ambient IoT Management within 5GC to support AIoT services
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc513028451]6.X.1	Description
6.x.1.1	General
This solution addresses the key issues in terms of architecture enhancements, AIoT Device management and AIoT services, i.e., for KI#1, KI#2 and KI#3. 
6.x.1.2	Architecture Principles
This solution proposes to introduce enhancements in the 5GS to support AIoT Device management and AIoT services that utilise the AIoT Device Operations (i.e., the operations the network supports to communicate with AIoT Device e.g., inventory, read, write) to support Ambient IoT use cases. In particular, 
-	AIoT specific NAS, to support transfer of AIoT data (operation commands or feedbacks) between AIoT Device and 5GC directly via the gNB, or via a UE acting as reader
-	Ambient IoT Management Function (AIoTMF), responsible for the logic for handling of AIoT services including:
-	execute the AIoT service request (e.g., inventory, read) in the network and handle any corresponding AIoT specific NAS,
-	support inventory and message routing for AIoT Devices, and if needed, securing device operations,
-	authorize the AIoT service request,
-	collect AIoT data and aggregate the reporting,
-	collect charging information if required by SA5.
-	UDM enhancements to manage subscription-like information for AIoT Devices. The subscription-like information device subscription contains AIoT Device identifier information and device’s status information, e.g., the last serving node. 
-	NEF enhancements to expose the 5GS AIoT capability so as to allow 3rd party application to consume the Ambient IoT services.
Figure 6.x.1.2-1 illustrates the enhancements to the 5GC to support AIoT Device management and AIoT services for topology 1.


Figure 6.x.1.2-1: 5GC enhancements to support Ambient IoT
Editor's Note:	It is FFS whether AMF is needed
NOTE:	From AIoT Device point of view, the interfaces with the network are the same for both Topology 1 Topology 2.
6.x.1.3	Function Principles
The 5GS shall provide subscription-like information for AIoT Device:
-	An AIoT Device identifier is allocated to each AIoT device that has subscription-like information provisioned in the UDM. The AIoT Device identifier shall be unique within a mobile network, and it is used as an index for device subscription data.
-	The subscription-like information for AIoT Device is different from the UE subscription data. The subscription-like information contains two types of information, static data and dynamic data:
-	The static date includes: AIoT Device identifier for subscription indexing, service access information to authorize the AF’s device operation request for AIoT Device and optionally security material.
-	The dynamic data contains AIoT Device status information: e.g.: last serving node, whether the AIoT Device is permanently disabled.
The 5GS shall support AIoT specific NAS to deliver the UL or DL data between AIoT Device and 5GC. The UL data includes the AIoT Device Identifier, Results of the Commands, security information, and Indication of the data reporting etc. The DL data includes the Commands and security information etc. There is a NAS connection between AIoT Device and 5GC, and this NAS connection is per device level. The AIoT NAS message is transferred over NAS connection between AIoT Device and 5GC.
The 5GS shall support AIoT NGAP to control the behaviour of Reader, e.g., start of the inventory, continue of the inventory, end of the inventory. In addition, the AIoT NGAP provides transport of the NAS message between Device and AMF/AIoTMF. The 5GS shall support NGAP connection management for AIoT Service, this is used to transfer AIoT inventory NGAP message, e.g., reporting of RAN’s AIoT capability, requesting inventory for AIoT Device, transfer the AIoT Device specific NAS message.
The high-level AIoT Protocol Stack is illustrated in the Figure 6.x.1.3-1.


Figure 6.x.1.3-1: AIoT Protocol Stack
AIoT NAS message at least includes Inventory Request/Response, Command Response, Command Request (e.g., Read, Write, Permanently Disable).
The high-level AIoT NAS format example is illustrated in the Figure 6.x.1.3-2:
-	AIoT NAS header indicates the NAS message type and the NAS message security protection control information. NAS message security protection control information includes Message authentication code or Sequence number if security protection (e.g., Integrity protected, Integrity protected and ciphered) is required, otherwise, NAS message security protection control information may be omitted to reduce the header size.
-	AIoT NAS Payload is used to carry the AIoT Device Identifier, AIoT Device Command Operation, AIoT Device Command Result etc.


Figure 6.x.1.3-2: AIoT NAS Structure Format Example
NEF exposure is used to deliver the UL or DL data for AIoT Devices between AF and 5GC. The DL data includes the Inventory Request information and Command Request information, and the UL data includes the Results of the Inventory and Commands, Indication of the data reporting.
The AF invokes the AIoT Service exposed by NEF to request the 5GC to perform the basic AIoT Device operations (e.g., Inventory, Command: Read, Write, Permanently Disable) and the AF is implicitly subscribed to receive notifications for its requests.
6.X.2	Procedures
This clause provides end to end high-level information flow for support of AIoT service over 5GS.


Figure 6.x.2-1: AIoT Service High-Level Information Flow
6.X.3	Impacts on services, entities and interfaces
Editor's note:	This clause captures impacts on existing services, entities and interfaces.
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